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1.001mme nosnoxxkeHust

Hacrosmas Tlonutuka rocyaapCTBEHHOTO OIOJHKETHOTO OO0IIC00pa3oBaTEIBLHOTO YUPEKIACHUS
rumHazun Ne 631 Tlpumopckoro paitona Cankt-IlerepOypra siBiseTcsi TOKyMEHTOM, OMPEAEIISIOIINM
HalpaBJICHUs JEATENBHOCTH B o00sacTH obecriedeHuss HMHGOPMALMOHHOM O€30MacHOCTH U
NpPEJCTaBIseT COOOM CHUCTEeMaTHU3MPOBAHHOE W3JIOKEHHWE Meled M 3agad  HMHGOPMAIMOHHON
0€30I1aCHOCTH, KaK OJHO MJIM HECKOJIBKO MIPABMJI, IPOLEAYP, IPAKTUYECKUX PUEMOB U PYKOBOSAILINX
IIPUHLIMIIOB, KOTOPBIMHU PYKOBOJCTBYETCS TMMHA3MsI, a TAK)KE OPraHU3aLMOHHbBIX, TEXHOJOTUYECKUX U
IPOLElyPHBIX aCIIEKTOB o0ecrneyeHns nH(POpMaMOHHON 0€3011acHOCTH.

[Tonoxenus Hacrosauiei [loMuTUKN HE pacHpoCTpaHSIOTCA Ha obecrieueHre MH()OPMAITMOHHON
0€30I1aCHOCTH CBE/IEHUH, COCTaBIIAIOIIUX TOCYIAPCTBEHHYIO TalHY.

OcHoBHOW 3amaueit B oOmacT WHMDOPMANMOHHOW O€30MACHOCTH THMHA3USl IPU3HACT
COBEPILIECHCTBOBAHHE MEP U CPEJCTB 0OecIeYeHus 3aluThl HH(HOpMaIMK HH(OPMALIMOHHBIX PECYPCOB
TMMHa3UM B KOHTEKCTE pa3BUTHA 3aKOHoAaTenbCcTBa Poccniickoil denepanuy 1 HOPM PETYIMPOBAHUS
MHGOPMALIMOHHOM IEATEIbHOCTH B TEKYLIUX YCIOBUAX (QYHKIIMOHUPOBAHUS NHPOPMALIMOHHOTO OJIS.

ITpu pazpabotke IloAUTHKM YYUTHIBAINCH OCHOBHBIC NPHHLMIBI CO3/JIaHUS CHCTEM 3aIlUTHI
uHpOpMaLUY, XapaKTePUCTUKU U BO3MOKHOCTH OPraHU3allMOHHO-TEXHUUYECKHX Mep M COBPEMEHHBIX
MPOTPaAMMHBIX H allllapaTHO-TIPOTPAMMHBIX CPEJICTB 3aIUThl HH()OPMAIUH.

B pamMkax cBoeil 1esTeIbHOCTH TMMHAa3us 0053yeTcsl IpeANPUHUMATh BCE BO3MOKHBIE MEpBI JJIs
3amuUThl HHPOPMAIIUU OT Yrpo3 0E30MaCHOCTH HH(POPMAIIHH.

TpeboBanust nHGOPMAIIMOHHON G€30IIaCHOCTH COOTBETCTBYIOT LIEJISIM JIEATEIbHOCTH TMMHA3UU
W TIpeJHa3HA4YCHbl [UIS CHIDKEHHS PHUCKOB, CBSI3aHHBIX C pealm3anuedl yrpo3 0e30macHOCTH
uHpopmauuu. Ilonmutuka noctynmHa BceM paOOTHMKAM T'MMHA3MM M BCEM IIOJb30BATESIM €ro

pecypcos.

2.11lesam 1 3agaum odecniedeHusi HHPOPMALMOHHOI 0€30MACHOCTH

Cy0bexTbl HHPOPMALMOHHBINH OTHOLIEHU

CyObexTamu pu obecrnedyeHnr MHPOPMALMOHHONW 6€30ITaCHOCTH B TUMHA3UHU SIBJISIFOTCSL:

-KaHAMJIaThl JUIs [IpHeMa Ha padoTy;

-pabOTHUKH (B TOM YHCIIE YBOJICHHBIE);

-4JIeHbl CEMbH PAOOTHUKOB;

-o0yyJaronuecs;

-poauTenu (3aKOHHBIE MPEACTABUTEIN) 00yUaIOIINXCS,

-rpaxxiaHe, padoTarolye Mo JOroBopaM IrpakaaHCKO-IPaBOBOTO XapaKTepa;

-pu3nyeckue auia, IPeJCTaBUTENN KOHTPareHTOB B paMKaxX MCIIOJHEHHUS JI0TOBOPHBIX 00SI3aTENbCTB;
-pusnueckue nuna, nogasuIre odpalieHue B aipec FTMMHA3HH,;

-IOpUJIMYECKHE JIMIA, B paMKax MCIOJIHEHUsS] JOTOBOPHBIX OO0SA3aTEeNbCTB MM BO MCIOJIHEHUU
TpeOoBaHUI CO CTOPOHBI 3aKOHOIaTeNNbecTBa Poccuiickoit denepanuy;

-OpraHbl rocyapCTBEHHOM BJIACTH.

O0bexkTH HHPOPMALMOHHBIX OTHOIICHUH

O6bexkTamMy HH()OPMALIMOHHBIX OTHOLLIEHUH SIBIISIFOTCSI:

-uH(OpPMAIIOHHBIE PECYPChl THMHA3HH;

-rocyJapcTBeHHble HH(OopMalnoHHbIe cUCTeMbI, OiepaTOpOM KOTOPBIX SBISETCS TUMHA3US;
-rpouecchl 00paboTKu HH(pOpMaIK B HH(OPMAIIMOHHBIX CUCTEMaX TUMHA3HH;

-UH(QOPMAIIMOHHbIE TEXHOJOTHH, PErjJaMeHTbl M MpouedAypbl cOopa, oOpaOOTKH, XpaHEHHS U
nepeaayn MHGoOpManuu; WHPOPMAMOHHAA HMHQPACTPYKTypa, BKIIOUYAIONIas CHCTEMBI 00pabOTKH,
XpaHeHusT U aHaiu3a WHGOpPMaluHu, MPOTrpaMMHBIE M MPOrpaMMHO-aNmapaTHbIe CPEACTBa, B TOM
qlCJIe KaHAJIbI CBSI3U U TEJIEKOMMYHHKAIUH;

-CUCTEMbl M CpeJCTBa 3allUThl MH(OPMALMU, OOBEKTHl W TMOMELIEHHUS, B KOTOPHIX pa3MelIeHBI
cpeacTBa 00paboTKK HHPOPMALIUH.



Hean o0ecnieyennst UHPpOPMANMOHHO 6€30NMACHOCTH

OcHoBHOHl 1enbl0  obOecrieueHruss WHOOPMAIMOHHOW O€30MacHOCTH THUMHA3WH  SBIISTFOTCS
JICHCTBYSI, HANPaBJICHHBIC HA JOCTIIKEHUE 3aIIUTHI CYOBEKTOB WMH()OPMAIMOHHBIX OTHOIIEHUH OT
BO3MOXXHOTO HAHECEHUS UM MAaTEepUAIbHOrO, (U3MUECKOro, MOPAIbHOrO WJIM HHOTO Yyiuepoa,
MOCPEJICTBOM CIy4ailHOrO WJIM TpPEeIHAMEPEHHOTO BO3JACHCTBHS Ha MH(OPMAIMIO, B TOM YHCIE:
o0ecrniedeHns 0TKa30yCTOMUUBOro  (yHKIIMOHUPOBAHMS MPOTPAMMHBIX M allapaTHO-IIPOrPaMMHBIX
CPEACTB T'MMHA3MU U MPEAOCTABISEMBIX CEPBHCOB; COOJIIOJICHHS MPABOBOTO PEKMMa HCIIOIb30BAHUS
MacCHBOB M CpEACTB 00pabOTKM MH(pOpMAIMK; MPEAOTBPAIICHUs pealu3aluud yrpo3 0e30macHOCTH
nH(OpMALIUY TIPU OCYIIECTBICHUU ACSITEILHOCTH THMHA3HH.
3anaum odecnevyeHrsi MHPOPMAINUOHHOI 0€30M1ACHOCTH

Hoctmwkenne neneii odecneueHus: HHPOPMAMOHHON 0€30MacHOCTH U CBOMCTB MH(pOpPMALUU

TUMHA3UU petaeTcs CiaeayoIuMI 3a1a4yaMu:
-3aIUTHl OT HECAHKIIMOHUPOBAHHOTO JIOCTYyIa K HH(POPMALMOHHBIM pecypcam;
-pasrpaHUyeHus JOCTYyIa MoJb30BaTelel K MHPOPMAIIMOHHBIM, allapaTHbIM, IPOrPAMMHBIM U UHBIM
pecypcawm;
-perucTpany U NepUuoANYECKOTO KOHTPOIS ACUCTBUI MOJIb30BaTeNel Mpu 00padoTKe 3aliuiaeMon
nHpOpPMAIUY U IEPUOANIECKUN KOHTPOJIb KOPPEKTHOCTH UX JIEHCTBUI;
-KOHTPOJISL LETOCTHOCTU CPEbl UCIIONHEHUS MPOrpaMM U €€ BOCCTAHOBJICHHE B Cllydae HapyIICHHUS;
oOecriedeHrsl ayTeHTH(PHUKAIMA W WICHTU(UKAIUH 10JIb30BaTENEH, YYacTBYIOIIMX B
nH(pOpPMAITHOHHOM OOMEHE;
-o0ecreueHus WCIPABHOCTH MPUMCHICMBIX B WH(OPMAIMOHHBIX CHCTEMax T'UMHAa3ud CPEIICTB
3aIUThl HH(OPMALIUK;
-CBOEBPEMEHHOT'0 BBISIBJICHHE MCTOYHHMKOB yrpo3 0€30MacHOCTH MH(GOpMAalUy, IPUYMH U YCIOBUH,
CHOCOOCTBYIOIIMX  HAHECEHHWIO yilepba 3aMHTEPECOBAaHHBIM CyObEKTaM  HMH(OPMAIIMOHHBIX
OTHOIIICHH;
-CO3JIaHUEM CIYXObl MOHUTOPUHIA M PEarupoBaHUs HAa Yrpo3bl 0€30MacHOCTH HHGOpPMALUUA U
HEeraTUBHbIE MOCJIE/ICTBUS;
-CO3JIJaHUEM YCJIOBHH /i MUHUMHU3ALMM HAaHOCUMOTO yiiepOa HelmpaBOMEpPHBIMU JIEHCTBUSMHU, U
YCTpaHEHHE MOCIEACTBUN HapylIeHUsI THPOPMAIIMOHHON 0€30MaCHOCTH B TUMHA3HH.

Pemrenue BollenepeuncaeHHbIX 3a/1a4 B THMHA3UM OCYIIECTBIISIETCS TOCPEICTBOM:
-yyeTa BCE€X MOJUIeKAIIMX 3alluTe HMHPOPMALMOHHBIX PECYPCOB; pETIAMEHTAllUU IPOILIECCOB
00paboTku wuHpOpMAIMK, ACUCTBUNA pPAaOOTHUKOB THMHA3UHM, OCYIIECTBISIOMIUX OSKCILTyaTaIUIo
IIPOrpaMMHBIX U TNPOTrpaMMHO-aNMapaTHBIX CPEACTB, HA OCHOBE YTBEPACHHBIX OpPraHU3al[IOHHO-
pacHopsSAUTENbHBIX JTOKYMEHTOB MO 3alluTe HHPOpPMAINK; Ha3HAUEHUS U MOATOTOBKOW PabOTHHUKOB,
OTBETCTBEHHBIX 3a OpPraHU3alUI0 M  OCYILECTBICHHE MEPOIpPHUATHIL MO0  0OecCreueHuto
nH(OPMaIIMOHHOK 0E€30MacCHOCTH B TUMHA3MH,;
-HAJIeJIeHUsT KaXJ0ro pabOTHHKAa MHUHUMaJbHO HEOOXOJUMBIMU TpaBaMu Ipu padore B
nH(pOpMaMOHHON UHPPACTPYKTYPE COTTACHO UX JOIKHOCTHBIM 00SI3aHHOCTSIM;
-coOJIIO/IeHUsI BCEMHU PaOOTHHUKAMM, SKCIUTYaTHPYIOUIMMH U OOCITYKUBAIOLIIMMHU MpPOrpaMMHBIE U
MIPOrpaMMHO-AaIIapaTHbIEe CPEACTBa, TPeOOBAHUN OPraHU3AIMOHHO-PACTIOPSAUTEIBHBIX JTOKYMEHTOB
o BompocaM obecrieueHust HHPOPMAITMOHHON O€30TTaCHOCTH;
-IIEPCOHANTLHOM OTBETCTBEHHOCTHIO KaXKJIOTO PaOOTHHUKA 3a CBOW JEWUCTBHUS, YIACTBYIOIIETO B paMKax
cBOMX (YHKIIMOHAJIbHBIX 00sI3aHHOCTEHN B Mpolieccax aBTOMaTU3UPOBAHHON 00paboTkH MHGpOpMaluu
¥ UMEIOLIET0 JOCTYI K pecypcaM HH(POPMAIIMOHHBIX CHCTEM;
-peanu3anyeil TEXHOJIOTHYECKUX MPOIIECCOB 00pabOTKH HHPOPMAIIMH C UCTIOIB30BaHUEM KOMITJIEKCOB
OpPraHMU3aIMOHHO-TEXHIUYECKUX Mep 3alUThl MPOTPAMMHOTO OO0ECIIeUeHH s, POTpaMMHO-aIapaTHBIX
CpPEICTB;
-IPUHATUS Mep M0 ofecnedeHnto (U3UYECKON IENOCTHOCTH MPOTrPaMMHO-AMNMapaTHRIX CPEICTB
MH(OPMALIMOHHBIX CUCTEM M MOJIep>KaHUEM HEOOXOJMMOT0 YPOBHS 3alIUIIIEHHOCTH KOMIIOHEHTOB;
-HCTIONIB30BaHMSI TMPOTPAMMHBIX M TPOTPAMMHO-AIMapaTHBIX CPEACTB 3allUThl HH(OpMAIHH,
oOpabaTsiBaeMOW B THMHA3WHU, U IMUHUCTPATHBHON MOEPKKOM X UCTIOJIb30BAHUS;



-KOHTpOJI COOJIIOJICHHS MOJIb30BATEISIMU MH(POPMALIMOHHBIX CHCTEM TPEeOOBAaHUH MO 0OECIECUECHUIO
nH(pOpPMaIMOHHOM 0€30MMaCHOCTH;

-IPOBEJICHNUS aHaMu3a A(PQPEKTUBHOCTH NPUHATHIX MEp 3alIMThl MHPOPMALUU U MPHUMEHSIEMbBIX
CPEICTB 3alIMThl HH(POPMALUU B THMHA3UH;

-pa3paboTKM U peanu3aliy MPeI0KEHUH 0 COBEPIIEHCTBOBAHUIO CHCTEM 3alllUThl MH(OpMAIUH B
TMMHAa3HH.

3.IIpuHuunbI 00ecnieyeHnsi HHGOPMANIMOHHOI 0€30MACHOCTH

Ob6ecrieueHne MHPOPMAITMOHHON OE30MACHOCTH JIOJIKHO OCYIIECTBIISITHCSI B COOTBETCTBUU CO
CJIEYIOIIMMU OCHOBHBIMH MPUHIIUIAMHU:
IpuHIMI 3aKOHHOCTH

[Ipu BBIOOpE MeEpOINPHUATHI MO 3amuTe HHPOpPMAIUH, JOJDKHO COOJIIONATHCS JeHCTBYIOIIEE
3akoHOJaTenbCTBO Poccuiickoit denepanyu B cdepe 3amuTshl HHPOPMALTUH.

Bce paOoTHHMKHM TOJDKHBI UMETHh MPEACTAaBICHUE 00 OTBETCTBEHHOCTH 3a MPAaBOHAPYIICHUS B
chepe 3ammthl uHpopMmauuu. I[IporpammHo-anmapaTHble CpEACTBa, NMPUMEHSIEMblE B T'HMHA3HH,
JOJDKHBI UMETh COOTBETCTBYIOIUE JIMLIECH3UH, OQUIMAIBHO NPUOOpeTaThcsl y MpeIcTaBUTENeH
pa3padOTYMKOB JTHX CpPEACTB WM SBISATHCS HMHTEIUICKTYAIbHOW COOCTBEHHOCTHIO THMHA3UH.
IIpuHIMN CHCTEMHOCTH

[Ipu co3maHuM CHCTEMBI 3aIIUTHI JOJDKHBI YYHUTBHIBATHCS aKTyallbHBIE YTPO3bI O€301MacHOCTH
nH(pOpMaliY, BO3MOXKHbIE OOBEKTHI M HAMPABJICHHS aTaK HA HEE CO CTOPOHBI HapymuTeneid. Cucrema
3alIUTHI JIOJDKHA CTPOUTHCS C YYETOM HE TOJBKO M3BECTHBIX KaHAJIOB yTEYKH MH(OPMAIUHM, HO U C
Y4ETOM BO3MOHOCTH TIOSIBIICHUSI HOBBIX YSI3BUMOCTEH B IPOrpaMMHOM 00ECIIEUECHHUU.

IpUHIHMN KOMILIEKCHOCTH

KomMriekcHoe HCIoNib30BaHUE CPENICTB 3allUThl MH(DOpPMAIMK TMPEANOoNaraeT COrjiaCcoOBaHHOE
NPUMEHEHHE MPU MOCTPOSHHUH LEIOCTHON CHCTEMBI 3aIlMTHI, EPEKPHIBAIOIICH BCE CYIIECTBEHHBIC
yrpo3sl Oe3onmacHOCTH HWHGpOpManuu. 3amuTa AOKHA CTPOUTHCSA SUIeNOHHpoBaHO. Dusnueckas
3alMTa JOJDKHA 00ecreunBaThCs (PU3NYECKIMHU CPEACTBAMHU M OPTaHU3aMOHHBIMUA MEPaMH.

[Ipu mocTpoeHUM, BHEAPEHUH U SKCILTyaTallMd CHCTEMBI 3alIUTHl MHGOPMAIUH PYKOBOJCTBO
TUMHa3MM  o0ecrieynBaeT YCIOBUS Uit S(Q(GEKTUBHOW KOOpIMHAIMK JCHCTBHHA BCEX JIMIIL,
o0ecrneunBarImUX HHPOPMAITMOHHYIO 0€30MaCHOCTb.

IpuHIHMN CBOEBPEMEHHOCTH

Pa3paboTka cucteMsl 3amuThl MHPOPMAIMH JTOJDKHA BECTHCHh MapajlielbHO C Pa3pabOTKOW U
MH(OPMALIMOHHON CHUCTEMBI. DTO MO3BOJUT y4YeCTh TpeOOBaHUSI O€30M1aCHOCTH MpPH MPOESKTUPOBAHUU
apXUTEKTYyphl M, B KOHEUHOM cuYeTe, co3faaTh Oonee 3(hdekTHuBHbIE HHPOPMAIIMOHHBIE CHUCTEMBI,
o0JafaroIre T0CTaTOYHBIM YPOBHEM 3alTUIIEHHOCTH.

IIpyHIUI IpeeMCTBEHHOCTH

[locTosiHHOE COBEpIICHCTBOBAHWE MEp MW CPEACTB 3alUThl WHGOpMAMA Ha OCHOBE
MIPEEeMCTBEHHOCTH OpPTaHU3al[MOHHBIX W TEXHUYECKHX PpELICHHH, KaJpoBOTO COCTaBa, aHajIu3a
(YHKITMOHUPOBaHMST WH()OPMAIIMOHHBIX CHCTEM W CHCTEMBI €€ 3allUThl C y4eTOM H3MCHCHHWHA B
METOJIaX U CPeNICTBaX mepexnara nHGOpMaIui, HOPMATUBHBIX TPEOOBaHUH MO 3alUTe HHDOPMAIIHH.
IpuHIHT T0CTATOYHOCTH

CooTBeTcTBHE YpOBHS 3aTparT Ha obecreueHre MH(OPMAIIMOHHON 0€30MacHOCTH M IIEHHOCTH
MH(POPMAIMOHHBIX PECYPCOB Ha BETMYUHY BO3MOXKHOTO yIiep0a OT UX pasriamieHus, YHHYTOXCHUS U
uckaxeHus. lcnonmp3yemble Mephl M CpEACTBA 3alUThl HMH(DOpPMAMKM HE AOJDKHBI YXY/IIATh
HPrOHOMHUYECKHE MTOKA3aTeIH KOMIIOHEHTOB HH()POPMAITHOHHBIX CHCTEM.

IIpuHUIMN OTBETCTBEHHOCTH

Bo3znoxenne 0TBETCTBEHHOCTH 3a oOecniedeHne 0e30macHOCTH HHPOpMaIUu U ee 00paboTKU Ha
KOKIOro pabOTHHKA B Tpeaelax ero TMOJHOMOYMA. B COOTBETCTBHMM C OSTHUM MPUHIUIIOM
pacmpeiesieHre MpaB U 00s13aHHOCTEH PaOOTHUKOB CTPOUTCS TAKUM 00pa3oM, 4TOOBI B cliydae Jr000ro
HapyIIeHUs ObLT U3BECTEH HAPYIIUTENb.



IIpuHIUN 000CHOBAHHOCTH M TEXHMYECKOI peasTn3yeMoCTH

NudopmanonHble TEXHOJIOTHUH, MPOTPaMMHBIE M MPOTPaMMHO-aNMapaTHbIe CPEICTBA, MEPhI
3aIUThl UH(GOPMAIMK JIOJDKHBI OBITh pPEaTU30BaHbI 110 COBPEMEHHBIM DELICHUSM, O0OOCHOBaHBI C
TOYKH 3PEHUS JOCTHKEHHS 3a/JlaHHOTO YPOBHS 3allMIICHHOCTH HHQOpPMAIMM U IKOHOMHYECKOMN
11eJIeCO00Pa3HOCTH, a TaKXKe COOTBETCTBOBATh YCTAaHOBJICHHBIM HOpPMaM M TpPEOOBaHHUSIM IO
0e30macHOCTH HH(POPMAIIHH.
IIpuHuun npodgeccuoHaanmMa

Peanuzanus mMep 3amuthl HHGOPMAIIUU U SKCILUTyaTalMs CPEICTB 3alUThl UHPOPMAIIMK JT0JKHA
OCYIIECTBISATHCS MPO(HECCHOHAIBHBIMU CIEIUATUCTAMH.
[IpuBneueHne cnenuaaIu3uPOBAHHBIX OPraHU3AIMM K pa3paboTKe CPEeACTB U peaanu3aluid Mep 3alUThl
nH(pOpMAaINH, TOJTOTOBICHHBIX K KOHKPETHOMY BUIY JAESATEIBLHOCTH MO 00ECIeYeHUI0 0€30MacHOCTH
MH(OPMALIMOHHBIX PECYPCOB, UMEIOIIUX OIBIT MPAKTUYECKOW pabOThI U JTUIEH3UU HA IIPABO OKa3aHUs
YCIIYT B 3TOM 0OJACTH.
IpyuHOMN MUHUMM3AIUY TPUBUJIETHIH M0JIb30BaTe el

ObecneueHre MOJIB30BATENCH MPUBWICTHSIMA MHHUMAIBHO JOCTATOYHBIMU JUISl BBITIOJHEHUS
MU CBOMX JOJKHOCTHBIX 00sI3aHHOCTEN B THMHA3UH.

4.0OcHOBHBIE TPeOOBAHMS 10 3a1lIMTe HH(POPMAIIUM OrPAHUYEHHOIO J0CTYNA
Cucrema 3amuThl WH(pOpPMAIMK JIOJDKHA TPEIyCMaTPUBATh KOMIUIEKC OPraHU3allMOHHBIX,
MIPOrPaMMHBIX M IPOrpaMMHO-AINAPATHBIX CPEJCTB U Mep IO 3aluTe WH(popMmanuu B mpolecce ee
00paboTKH.
Brimonnenue TpeGoBaHMii TOCTUTaeTCs 3a CYET pealn3alui Ha 00beKTaX HHPOpMATH3AIUN Mep
10 3anuTe uHpopMaIuu:
-UIeHTU(UKALUY U ayTeHTU(PUKALUU CYyOBEKTOB JOCTYNa U 00BEKTOB AOCTYIIA;
-YIIPABIICHUIO IOCTYIIOM CyOBEKTOB JIOCTYIA K 00BEKTaM JOCTYIIA;
-OrpaHUYCHHIO TIPOTPAMMHOMN CPEIBI;
-3aIIUTE MAIIMHHBIX HOCUTEJICH NMEPCOHABHBIX JTaAHHBIX;
-perucTpaiuu coobITUi 0€30MacHOCTH;
-aHTUBUPYCHOM 3aIlIHATE;
-00HapYKEHUIO BTOP>KEHUM;
-KOHTPOJIIO (aHATHM3Y) 3aIUIIEHHOCTH IEPCOHATBHBIX JIAHHBIX;
-00ecreueHuIo 1eT0CTHOCTH NHPOPMAITMOHHON CUCTEMBI U TTEPCOHANBHBIX JTaHHBIX;
-00€eCIeYeHuI0 TOCTYIMHOCTH IEPCOHATBHBIX JIAHHBIX;
-3alIUThI CPEbl BUPTYyAIN3aLINY;
-3aITUTHl TEXHUYECKUX CPEJICTB;
-3aIIUTH HHPOPMAIIMOHHOM CUCTEMBI, €€ CPEICTB, CUCTEM CBSI3U U TIepeaun JaHHbIX;
-BBISIBJICHUIO MHIIMJICHTOB U PearupoBaHue Ha HUX;
-yIpaBlieHHUI0 KOHGUrypanued HHPOPMAIMOHHON CHUCTEMBI W CHCTEMBI 3allUThl MEPCOHATBHBIX
JTAHHBIX.
I'mumuazms, kak obmagarens HHGOpPMAIMKM OTPAHUYEHHOTO JOCTYIIA, MPU OCYIIECTBICHUH CBOMX
npaB o0s13aHa:
-co0JII01aTh TIPaBa Y 3aKOHHBIE MHTEPECHI MHBIX JIUII;
-IIPUHUMATh HEOOXOIUMBIE MEPHI 110 3alTuTe HHHOPMAITHH;
-OrpaHUYNBaTh noctyn K uH(popmanmu, ecnm Takas OOS3aHHOCTh  YCTaHOBJIEHA
3akoHo aTenbcTBOM Poccuiickoit denepanmm.
B ToM uncne ruMHa3usi BIpase, €CIM HHOE HE MPEAYCMOTPEHO 3aKOHOAATEbCTBOM
Poccuiickoit ®eneparuu:
-paspeniath WIH OTPAaHUYMBATH JOCTYN K HH(POPMAIMH, ONPEICNSTh MOPAIOK M YCIOBUS TaKOTO
JIOCTYTIA;
-HCTIOJIh30BaTh UH(POPMAIIHIO, B TOM YUCIIE PACTIPOCTPAHSATH €€, IO CBOEMY YCMOTPEHHIO;
-miepeiaBath MHGOPMAIUIO JNPYTUM JIMIIaM Ha YCTAHOBJIEHHOM 3aKOHOJATeIhCTBOM Poccuiickoit
®denepaniv OCHOBAHUH;



-3alMIIaTh YCTAaHOBJICHHBIMU 3aKOHOAaTeNIbcTBOM Poccuiickoit deneparun criocobaMu cBOM IpaBa B
Ccllyyae HE3aKOHHOI'O MOJTy4€HUs! MH()OPMaIUHN UM €€ HE3aKOHHOTO UCIIO0Ib30BaHUS MHBIMHU JIMLIAMH;
-OCYIIECTBIISITh MHBIC NEHCTBHs ¢ MH(OpManuei wim paspemaTrh OCYIIECTBICHHE TaKUX JCHCTBHM,
€ClIM 3TH JAEUCTBHUS HE NPOTUBOpEYAT (elepaibHbIM 3aKOHaM U APYrMM HOPMaTHBHO-IIPABOBBIM
aktaMm Poccniickoit denepanun.

3ammra  MHQOpPMALMM  OrPAaHMYCHHOIO  JIOCTyNa  INpEeACTaBiIseT  COOOM  NpUHATHE
OpPraHMU3alMOHHBIX U TEXHUYECKHUX MEp, HalpaBJICHHBIX Ha:

-co0mtoieHne  KOH(QUAECHUUAIBHOCTH HHpOpMauuu (MCKIIOUYEHHE HENpaBOMEPHOro JOCTYIIa,
KOIMPOBAHUS, IPETOCTABIICHUS WIIM PACIIPOCTPAHEHUSI HH(DOPMAIUH );

-obecredyeHue 1eJI0CTHOCTH HHPOPMALUU (UCKIFOUEHUE HEITPABOMEPHOTO YHUYTOXKEGHUS WU
MOUGUIMPOBAHUS HH(POPMAITIH);

-peanu3alyio MpaBa Ha JOCTYN K HHPOpMauuu (MCKIIOYEHHE HENPaBOMEPHOIO OJIOKMPOBAHUS
uHpOpMaLIUN).

CpencrBa 3amuThl MH(GOpPMaUK BHEIPAIOTCA IO pe3ysibTaTaM IIPOBEACHUS OLIEHKU PUCKOB
MH(POPMAIIMOHHOHN 0€301MacHOCTH.

Opranusanys 3alMThI HHPOPMALUH

[Ipn opraHuzauuy B TUMHAa3UM 3alUThl MH(GOPMALMU JOJDKHBI BBINOJIHSTHCS TpPeOOBaHUs
®enepanbHoro 3akona ot 27.07.2006 Ne 149-03 «O6 undopmanuu, HHOOPMALMOHHBIX TEXHOJIOTHIX
U 0 3amuTe WHPOpPMAIUW», KOTOPBIE PEryIHpYIOT OTHOIICHHUS, CBS3aHHBIE C YCTaHOBJICHHUEM,
M3MEHEHMEM W IpeKpalleHueM pexuma o0paboTku 3ammiiaeMoll uHpopmanuu. B Tom uucne
TpeOOBaHUs O 3aIUTe HHPOPMAIIUU, HE COCTABIISIONICH TOCYAapCTBEHHYIO TaiiHy, COJEpIKalleics B
rOCYJapCTBEHHbIX HH(QOPMALMOHHBIX cucTeMax YyTBepxkaeHHble mnpukazom PCTIK Poccum ot
11.02.2013 Ne 17 «O6 yrtBepxaeHun TpeOOBaHMU O 3amUTe MHOOPMAIMM, HE COCTaBIISIOIICH
rOCYJapCTBEHHYIO TaliHy, coJepXKalleiics B rocylapCTBEHHBIX HMH(OPMAIIMOHHBIX CHUCTEMax» s
rOCYJapCTBEHHBIX HHPOPMALMOHHBIX CHCTEM, IT0 KOTOPBIM TUMHA3Hs ABisieTcs OnepaTopom.

B ruMHa3nu NOMUMO peanu3aluy OCHOBHBIX MEp 3alllUThl HH(MOPMAIUK OCYILECTBIISETCS:
-peryisipHasl OL€HKa U yIpaBJIEHUE puckamu UHPOPMALIMOHHOW  0€301MacHOCTH B
COOTBETCTBHUH C YCTAaHOBJICHHBIMHU IPOLIEypaMy B O0JIACTH yIPaBICHUS! pPUCKAMU;
-uHQOpMUpOBaHUE, OOyuYeHHWE U TIOBBIIIEHHE KBaJIU(pUKalMU pabOTHUKOB TUMHa3uu B cdepe
MH(POPMALMOHHOM 0€30MacHOCTH;

-METOAMYEeCKasi MOMOIIb padOTHHKAM B BOIIpocax odecriedeHust HHPOpMallMOHHOW 6€30MacHOCTH;
-aHaJIU3 U IOUCK BO3MOXHOCTEH MO MOBBIIIEHUIO YPOBHS 3alIUIIIEHHOCTH HH(OPMAIIHH.

Jlig opraHuM3zanuu 3amuThl MHGOPMAllMKM THMHA3Ms BIPaBE NMPUMEHSTh CPEACTBA U METObI
TEXHUYECKOH 3allUThl, MPEANPUHUMAT IpYTHe, HE IPOTUBOpEYAllME 3aKOHOAATENbCTBY Poccuiickon
denepannu, Mepsl.

B pamkax obGecrieueHus 3aluThl HHPOPMALIMU, B paMKaxX TPYAOBBIX OTHOIIEHHH HEOOXOIMMO
O3HAaKOMHTbH O] POCHUCH PAaOOTHHUKOB, JOCTYN KOTOPBIX K MH(pOpPMAlUU OTrpaHUYEHHOrO JIOCTyIa
HEOO0XO/AUM ISl BBIMOJIHEHUS] UMM CBOMX JOJDKHOCTHBIX OOSI3aHHOCTEH, C MepeuHeM HH(popMaluu
OTPaHUYEHHOTO JOCTYyNa U MPUHATHIMU B TUMHA3UHM MEpaMH 3aIIUThl HHPOPMAaIIUH.

Oco0eHHOCTH 321U THI NEPCOHATBHBIX JAHHBIX

[Ipn opranmzanuum o0pabOTKM B THUMHA3MM [EPCOHAIBHBIX JaHHBIX  HE0OXOIUMO
PYKOBOJICTBOBaThCSl TpeboBaHusiMu DenepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3  «O
MEPCOHANBHBIX JTAHHBIX).

IlepeueHbp Mep, BBINOJHEHHE KOTOPHIX oOOecleyrBaeT TUMHAa3Usl B KadyecTBE oOlepaTopa
MEPCOHANBHBIX JAHHBIX, TOJIKEH BKJIIOYATh:

-Ha3Ha4YeHHEe B THMHA3UHM OTBETCTBEHHOI'O 32 OpraHu3anuio 00paboTKH NepCOHATbHBIX JAHHBIX;
-pa3paboTKy JOKYMEHTOB, OIPEESIONINX MTPaBuiia B OTHOILIEHUU 00pabOTKH MEePCOHANBbHBIX TaHHBIX
B TMMHA31H, JIOKAJIbHBIX aKTOB 110 BOIIpocaM 00pabOTKH MEPCOHATIBHBIX JaHHBIX;

-IIpUMEHEHNE OPTaHU3AIMOHHBIX U TEXHUYECKUX Mep M0 00ecredyeHn o 0e30MacHOCTH MEPCOHATBHBIX
JAHHBIX B COOTBETCTBUU cO cratbeil 19 denepanpHoro 3akona ot 27.07.2006 Ne 152-®3 «O
MEPCOHANBHBIX JaHHBIX;



-BBITIOJIHEHNE TPeOOBAaHUI MO COCTaBY M COJCPKAHUIO OPTaHU3ALMOHHBIX M TEXHUYECKUX MEp IO
oOecrieueHNI0 0€30MaCHOCTH TEPCOHAIBHBIX JAaHHBIX MPU HX 00paboTke B HMH(POPMAIIMOHHBIX
CUCTEMax IE€pPCOHAIbHBIX JaHHBIX yTBepkAEHHBIX lIpukazom @CTOK Poccun ot 18.02.2013 Ne 21
«O0 yTBEepXkIECHUU COCTaBA U COJEP)KAHUS OPraHU3ALMOHHBIX U TEXHUYECKUX Mep MO 00eCleyeHHI0
0€30IaCHOCTH TEPCOHAIBHBIX JAaHHBIX TpU HUX 00paboTKe B HH(POPMAIMOHHBIX CHCTEMax
MEePCOHANBHBIX JAHHBIX);
-OlIEHKY BpE€la, KOTOPBIA MOXKET OBITh NMPUYMHEH CYOBEKTaM IEePCOHANBHBIX JAHHBIX B CIydae
HapymieHus ®denepanbHoro 3akoHa Ne 152-@3, COOTHOIIEHHE YKa3aHHOTO Bpella W MPUHUMAEMBbIX
OIEepaToOpoOM Mep, HAIPABICHHBIX Ha OOECIIEYEHHE BBIMOJHEHUS OO0SM3aHHOCTEH, MPEAYCMOTPEHHBIX
®denepanbHbiM 3akoHOM No 152-D3;
-O3HaKOMJICHHE  PAaOOTHUKOB THUMHA3MM, HEMOCPEICTBEHHO  OCYHICCTBISIOMUX  00paboTKy
MEPCOHANBHBIX JAHHBIX, C TMOJIOKEHUSIMH 3aKoHoJaTenbcTBa Poccuiickoir  ®Deneparuu 0
MEePCOHANBHBIX JAHHBIX, B TOM 4YHCJIEC TpPEeOOBAaHMSIMH K 3alllUTe TIEPCOHATBHBIX JTaHHBIX,
JOKYMEHTaMH, OMNpEeIesSoNMMI TpeOOBaHUs TMMHA3UU B OTHOIIEHUH OOpabOTKU IMEpPCOHATbHBIX
TaHHBIX ¥ 00yueHHe, Ipyu HEOOXOTUMOCTH, YKa3aHHBIX PAOOTHHKOB.

Ob6ecnieuenre 0€30MaCHOCTH NEPCOHANBHBIX JAaHHBIX JOCTUTACTCS, B YACTHOCTH:
-OIPEJICICHHEM yIPO3 U HapyIIUTeNed 0€30MacHOCTH MEPCOHATBHBIX JTAHHBIX MPU WX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX MEePCOHATbHBIX JTaHHBIX;
-OIIpE/IEJICHUEM YPOBHSI 3aLUIIEHHOCTH NEPCOHAIBHBIX JaHHBIX B COOTBETCTBUHU C TPEOOBaHUSAMU
[TocranoBnenust [IpaButenbctBa Poccuiickoit @eaeparuu ot 01.11.2012 Ne 1119 «O6 yTBepxkaeHuun
TpeOOBaHUH K 3alIUTE MEPCOHATBHBIX JAHHBIX MPU UX 00paboTke B WHPOPMAIMOHHBIX CHCTEMax
MEPCOHANBHBIX JTaHHBIX);
-IIPUMEHEHUEM TPOLISAIINX B YCTAHOBICHHOM MOPSAKE MPOILEAYPY OIEHKH COOTBETCTBHUS CPEACTB
3aIUThl HH(OPMALIUK;
-OleHKOH 3(()EKTHBHOCTH TMPHHUMAEMBIX MEp I10 3alIUTe TNEPCOHAIBHBIX JAaHHBIX O BBOJA B
AKCIUTyaTauio HHHOPMAITMOHHON CUCTEMBI IEPCOHATBHBIX TaHHBIX;
-BOCCTAHOBJIEHUEM IIEPCOHANBHBIX JIaHHBIX, BCJIEICTBUE MTOJIyYE€HUSI HECAHKIIMOHUPOBAHHOT'O JOCTYIIA
K HUM;
-YCTaHOBJIEHUEM MPABHII IOCTYyIA K MEPCOHATBHBIM JaHHBIM, 00pabaThiBaeMbiM B MH(OPMAITMOHHBIX
CHUCTeMax MEPCOHAIBHBIX TaHHBIX, & TaKXKe OOECIeueHUEM pPEerucTpalid | ydeTa BCeX JEeHCTBUH,
COBEPIIIAEMBIX C MEPCOHATBHBIMH JTAHHBIMU B UH(POPMAITMOHHBIX CUCTEMAaX MEePCOHAIbHBIX JIaHHBIX;
-KOHTPOJIEM 32 IPUHUMAEMBIMUA MEPAMHU T10 3aIIUTE MEPCOHAIBHBIX JAHHBIX U OMPEIEIEHHOTO YPOBHS
3alUIIEHHOCTH HH()OPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JIaHHBIX B IPOLIECCE €€ IKCIUTyaTalluH.

5.0cHoBHBIE TPEGOBAHUS K MpoLeccaM odecreyeHuss HHPOPpMALMOHHOH 6e30MacHOCTH
Metoanyeckoe pyKOBOJCTBO, pa3pabOTKy peUIeHMH Mo 3amure WH(GOpMalWH, COTJIacoBaHUE
BbIOOpa CPEACTB BBIYMCIUTEIHHONH TEXHUKH, MPOTPAMMHBIX M TPOTPAMMHO-AIMapaTHBIX CPEICTB
3alMThl MHQOPMALMM, OpPraHU3alyio paboT MO BHIIBIEHUIO BO3MOXKHOCTEM M MpPELyNpexIeHUI0
YTE€YKH W CBOMCTB 3amluIaeModl uHQOpMaiuu, arTecTanuio OO0BEKTOB HMH(POpMATHU3AIUU
ocymectsiseT LlenTp napopmaruzanuu o6pa3oBaHusi THMHA3UH.
dusnyeckas 0€30MaCHOCTh
[IpuHsATBIE OpraHM3alMOHHBIE M TEXHUYECKHME MeEpbl IO 3allUTe TMOMEIIEHUH THMHa3uH,
CEpBEPHOTO ¥  KOMMYTAI[MOHHOTO  OOOpYHOBaHWs, aBTOMAaTH3WPOBAaHHBIX pabodMXx  MecCT
noJib30Barese MHGOPMAIIMOHHBIX CHCTEM T'MMHA3MM, 00ECHeUUBAIOT PeaTn3altio CISAYIOIUX Mep
1o:
-pa3rpaHHyuEHHIO JOCTYIa paOOTHUKOB B MOMEIEHHUS] TUMHA3UU B COOTBETCTBUU C UX IMOJIHOMOYUSIMHU
Y JIOJDKHOCTHBIMH 00sI13aHHOCTSIMU;
-KOHTPOJINPYEMOMY NPeOBIBAaHUIO MTOCTOPOHHUX JHIl B [ MMHAa3UuM B MOMEIIEHUS, B KOTOPBIX BEIETCS
oOpaboTka HH(OpPMAMM OTPAHUYEHHOrO JOCTYNa M  pa3MeIleHbl ammapaTHble CpelCcTBa
MH(OPMALIMOHHOM CUCTEMBI,
-OpraHu3aliy pPeXuMa KOHTPOJIUPYEMOTO BHOCA/BBIHOCA CPEACTB 00pabOTKH MH(MOPMAITUH.



[TomemieHuss THMHA3UM JIOJDKHBI OBITh  00OpYIOBaHBI JETEKTOpPAMU OTHS H  JbIMA,
OTHETYUIUTENSIMH, CHCTEMaMH KOHIUIIMOHUPOBAaHUSA BO3AyXa, CPEACTBAMH OXPaHHO-TOKapHOU
CUTHAJIU3AIUH.

OcHOBHOE cepBepHOE U KOMMYTAIIMOHHOE 000pyAOBaHHWE TMMHA3HU JOJDKHO OBITH 3alllUIICHO
oT mepeboeB B IMMojaaye JIIEKTPOIHEPTUU MYyTEM MOAKIIOYCHUS K D3JEKTPOCETH C MPUMEHEHUEM
HUCTOYHUKOB  OecriepeOOMHOr0 MHUTaHWA W PE3EPBHOrO  Jau3eb-TeHeparopa. McTouHuku
OecriepeboifHOr0 TUTaHKST HEOOXOIUMO PETYISPHO TECTUPOBATH U MPOBEPSATH YHOJTHOMOYCHHBIM
paboTHUKAaM T'MMHA3UH B COOTBETCTBUU C PEKOMEHJAIMSMH IPOU3BOIUTEINSL.

[TopraTuBHBIE TEXHHUYECKUE CPEJICTBA HE JOKHBI OCTABATHCS 3a MpeJeiaMu KOHTPOJIUPYEMOn
30HBI THMHA3UU 0€3 KOHTPOJISl CO CTOPOHBI paOOTHUKOB THMHA3UU.

Be3onacHocth Ha paGoueM mecTe

3amperniaercs BECTU 3alKCh Mapojied B OTKPHITOM BHJE HAa MaTEpUATbHBIX HOCHUTENS, 3a
HCKJIIOYEHHEM CIIy4aeB, PErIAMEHTUPOBAHHBIX METOJIOB XPAHECHHUSI.

JIOKyMeHThl W HoOcUTedu ¢ uHPOpManuell OrpaHUYEHHOIO JOCTYIa JOJKHBI YOMpaThCcs B
oreyaTeiBaeMble MecTa (ceidpl, mkapel u T.M.), TpH yxome ¢ pabodero Mmecra. Ha
aBTOMAaTuU3HpoBaHHOM pabouem wmecte Ilonb3oBaTens pabouas ceccus AODKHA OBITH IpEpBaHa,
paboumii crtonm 3abmokupoBaH. Bxox Tmonp30BaTeNsT B CHCTEMY HE JOJDKCH BBIIIONHSITHCS
aBTOMATHUYECKHU.

JIoKyMeHTBI, cojiepKaine HHPOpMaIi0 OrpaHUYEHHOTO JIOCTYIA, JOJKHBI Cpa3y M3bIMAThCS
U3 T[eYaTalolMX yCTPOWCTB. YTWIM3alMs KOH(PHUICHUIUANbHBIX JOKYMEHTOB B THMMHAa3HH
OCYIIECTBJISIETCSI B COOTBETCTBMU C JCUCTBYIOIIMMH TpeOOBaHUAMH © mpaBuiamu. [lpu
UCIOJIb30BAaHUU MOOUJIBHBIX TEXHUYECKHX CPEJICTB HEOOXOIUMO COOII0IATh JTOMOJHUTEIbHBIE MEPhI
[0 pErIAMEHTAllMd W KOHTPOJIO HCIIOJIb30BaHUS B HMH(DOPMAIMOHHOW CHCTEME MOOWMIBHBIX
TEXHUYECKHUX CPEJICTB.

Haxoxxnenue mnpeactaBuTeneil IOPUAMYECKHUX JIUMIl B paMKax MCIOJHEHHS JIOTOBOPHBIX
0053aTeNBCTB B MOMEIICHHSIX, B KOTOPBIX BeaeTcss 00paboTka HHPOPMAIMK OIPAaHUYEHHOTO JI0CTyIa
WH()OPMALIMOHHONW CHUCTEMBI, BO3MOXHO TOJIBKO B COMPOBOXICHUM pPAOOTHHKA T'UMHA3UH,
JIOTYILIEHHOTO 10 00pa0oTKH Takol nHGOpMaIUu.

Pa3mernienne TEXHUYECKHMX CPEICTB BbIBOJAa HHGPOPMAIMK B TMOMEHICHUSX T'UMHA3HH
MPOU3BOJUTCS C YYETOM HCKIIOYEHHS BO3MOXHOCTH BHU3YaJIbHOTO MPOCMOTpa HWH(MOpMALUU
MMOCTOPOHHUMHU JIMIIAMU U pa0OTHUKAMH, HE TOMYIIIEHHBIM K paboTe ¢ JaHHOW MH(POpMAIIUEH.

TexHuyeckue cpeacTBa JOMMKHBI pa3MEIIaThCs U XPAHUTHCS TaKUM 00pa3oM, 4TOOBI COKPATHUTh
BO3MOJKHBIN PUCK TTOBPEXKICHUS 1 YTPO3bl HECAHKIITMOHUPOBAHHOTO JJOCTYIIA.

Texnuveckoe 00caykKuBaHue 000pyA0BAHUSA

TexHudeckue CpencTBa TMMHA3UWU JOJDKHBI MPOXOIUTh HA PETyJIIPHONH OCHOBE CEPBUCHOE
o0cCITy’kMBaHHE B COOTBETCTBUH C PEKOMEHAIIUSMH MPOU3BOAUTENIEH 000PYIOBAHMS.

PemoHT u cepBucHoe oOcCHy)XHBaHWE OOOPYIOBaHUS JOJKHBI BBITIOJHATHCS  TOJBKO
KBJTM(DUIIMPOBAHHBIMU CIICLIUATHCTAMHU.

Texaudeckoe o0OcCiIyXuBaHue OOOPYJOBAaHUS CTOPOHHUMHU OpPTaHU3AIUSIMU HE JIOJDKHO
MIPUBOJIUTH K PUCKY HapyIICHUS KOH(MUIECHIINATLHOCTH 3aIUIIIaeMO HHPOPMAIIHH.
B3aumoneiicTBue ¢ TpeTbMMU JUMLAMU

B memsix oGecrnieuenuss HHPOPMAIIMOHHOW O€30MACHOCTH TUMHA3Us TMpPU B3aWMOJCUCTBUU C
TPETHUMH JIUIIAMHU JTOJKHO BBIMTOJHSATE CIETYIONINE MEPOTIPUSITHS TIO:

-3aKJTIIOYCHHIO COTJIAIIICHHS O HepasrilalieHuu HHQOpMali OTpaHUYEHHOTO JIOCTYIa, MOTy4YeHHON B
X0/J1€ UCIIOJTHEHUS JIOTOBOPHBIX 0053aTENbCTB;

-OCYIIECTBJIICHUIO KOHTPOJsL 3a JCUCTBUSMU NPEACTABUTENEH KOHTPAareHTOB B  Ipejaenax
KOHTPOJIMPYEMOM 30HBI THMHA3HH.

YnpasJ/ieHue ;KM3HEHHbIM IIUKJIOM HH()POPMALMOHHBIX CHCTEM

MeponpusiTisi B MpOIECCe KU3HEHHOTO IUKIIAa MH(OPMAIIMOHHBIX CHCTEM THMHA3UU JOJIKHBI
OBITh HANpaBIIEHBI HAa OOecleueHue 3aluThl WH(OpPMALUU MPH BBOJAE B ACWCTBHE, JKCILTyaTalluH,
COMPOBOXKJICHUH M MOJIEPHU3AIINH, BHIBOJIA M3 IKCILTyaTaIliH.



OcHoBaHueM TMpu pa3paboTke HHPOPMALMOHHBIX CHCTEM JOJDKHBI SBISTHCS —pEIICHUS,
IPUHATHIE HAa cTaauu GOpMHUPOBAHUS TPeOOBaHUH, coleprKallye TPeOOBAaHHUS B TOM YHUCIIE IO CUCTEME
3alIUThI UH(OPMAIIHH.

JIroboe miaHupyeMoe K BHEAPEHHIO W3MEHEHHE MH()OPMALMOHHOW CHCTEMBbI MpEIBAPUTEIBHO
JOJDKHO OBITh IPOAHAIM3UPOBAHO HA COBMECTUMOCTh U OTCYTCTBHE HAPYIICHUN pabOTOCIOCOOHOCTH
CHCTEMHBIX KOMIIOHEHTOB, B TOM YMCJI€ CPEJCTB 3alUThl HH(POPMALUH.

PaGoTel 1o MoaepHU3anMM HHMOPMAIMOHHONW CHUCTEMBI, B TOM YHCIE IO YCTaHOBKE
IIPOrpaMMHOr0 oOecreyeHuss U OOHOBJIECHUH, JOJKHBI IIPOBOJUTHCS B Hepabouee BpeMsl WM BpeMs
HauMEHbIIeH pabodell Harpy3Ku.

IIpu BbIBOJE M3 OKCIUIyaTalMd HHQPOPMALMOHHBIX CHCTEM JIOJDKHO OOecleYuBaThCs
rapaHTHPOBaHHOE yjajeHue oOpabaThiBaeMOW M XpaHMMOW B HUX MH(OPMAIUU C HUCHOJIH30BAHUEM
CPEACTB TapaHTUPOBAHHOTO YHHUYTOXKEHUS HMHGOpMALMM HIM IyTeM (U3MUECKOro YHUUYTOKEHMS
HOCHTENEH HHPOPMAITIH.

Bce npouenyps! obecriedenns 3auThl HHGOPMALUY, YCTAHOBJICHHBIE B THMHA3UU B OTHOIIEHUH
MH(POPMALMOHHBIX CUCTEM, JJOJDKHBI BBITOTHATHCS U KOHTPOJIMPOBATHCS OTBETCTBEHHBIMHU JIUIIAMHU 32
OpraHu3aluio padboT 0 3aluTe HHPOPMAaLIUK.

KonTpoJs goctyna k m”H(GpOpMalHOHHBIM cCHCTEMaM

Bce paGoTHUKM T'MMHa3uM, JOMYILIEHHbIE K paboTe ¢ MH(GOPMALMOHHBIMU CUCTEMaMH, HECYT
MEPCOHAIBHYIO OTBETCTBEHHOCTH 32 HAPYIICHUS YCTAHOBJICHHOTO MOpsiiKa 00paboTku nHpopManuy.

YpoBeHb NOJIHOMOYMM MONb30BaTeNls B HMH()OPMAIMOHHOW CHUCTEME TUMHAa3UM JOJKEH
OTIPEIENIATHCS B COOTBETCTBUU C €TI0 JTOJDKHOCTHBIMHU OOSI3aHHOCTSIMU.

JlocTyn nosb3oBarenei K UH(OPMAIMOHHBIM CHCTEMaM TMMHAa3UM JI0JDKEH KOHTPOJIUPOBATHCS
aJIMUHUCTPATOPOM HH(OPMAITMOHHON CHCTEMBI.

OcylecTBiIeHHE PETrYyJISPHOrO KOHTPOJI BBINOJIHEHHS OPraHU3allMOHHO-PACIOPSAIUTEIbHBIX
JOKYMEHTOB, KacaloIIMXCs pErjaMeHTallUH Jolycka paOOTHUKOB TMMHa3uM K HMH()OPMalMOHHBIM
CHUCTEMaM.

NnenTnduxanusa u ayreHTUPUKALUSA

JlocTyn mnonb3oBaresied K MH(MOPMALMOHHBIM CHCTEMaM JOJDKEH IPEJOCTaBIATHCS TOJIBKO
MOCJIe YCIEUTHOTO 3aBepUICHUS UIeHTU(UKALINY, Ay TeHTU(PUKALIH.

[lonyyeHnue mosib30BaTeNIeM HMMEHH B HMH(DOPMAIMOHHOW CHUCTEME M Mapojs, KOTOphIe
o0ecneunBaoT JOCTYN K MHGOPMAIMOHHON cHUCTEME, JOHKHO OCYIIECTBISTHCS IO MPEICTaBICHHUIO
PYKOBOIUTEIS CTPYKTYPHOTO IIOPA3ACICHUS.

YupasjieHue 10CTYOM

B ruMHa3um JOMKHO OCYLIECTBIATHCS YIpaBlIeHHE AOCTYHNOM K HH(OPMAIMOHHON cucTeMme
MIOCPEACTBOM peajn3allii HEOOXOAMMBIX METOAOB, TUIIOB W MpaBWJ pa3rpaHUYeHHs] JOCTyIa
MOJIb30BaTeIsIM HMH(OPMAIIMOHHOM CHCTEeMbl TMMHa3ud. B ToM uwncie obecneueH 3allMIIEHHBINR
yAaJeHHBIA JOCTYNl CYOBEKTOB JOCTyna K OOBEKTaM JOCTyla 4epe3 BHEIIHUWE HH(POPMAIMOHHO
TEJIEKOMMYHUKALMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HocuTeaAMH MHpOpMaLUK

PabGoTHUKYM TUMHA3UH JTOJIKHBI MCITI0JIb30BaTh TOJIKO YYTEHHBIE CheMHbIE MAllIMHHbIE HOCUTEN
nH(pOpMallMK JJs BBINOJIHEHUS CBOMX JIOJDKHOCTHBIX oOOs3aHHOCTEeH. lcmosb3oBaHuE ChEMHBIX
MAaIIMHHBIX HOCUTENEH HH(OPMAIIMK B THMHA3UU B MHBIX I[EJISX CTPOTO 3alperieHo.

CpeMHbIe MAaIIMHHBIE HOCUTENU WH(GOPMAIlUU JOKHBI XPaHUTHCS B ONEYaThIBaeMbIX MIKadax B
MOMEIICHUAX, B KOTOPBIX IMpeayCcMOTpeHa 00paboTka HHPOPMAIIMK OTPAaHUIEHHOTO JJOCTYIA.

B ciaywyae xpaku wiM MOoTepu ChEMHOTO MAIIMHHOTO HOCUTENS MH(OPMAllMU, a TaKKe MHBIX
MHIMJIEHTOB, KOTOpbIE€ MOTYT MPHUBECTH K HApYIIEHHIO CBOMCTB HH(pOpMAaMKM OrpaHUUYEHHOTO
JOCTYTA, JOKHBI POBOIUTHCS MEPOIPUSITUS IO PACCIEAOBAHUIO TAKMX UHIUIEHTOB.

[Ipu BBIBOAE M3 SKCIUTyaTalldd CHEMHOIO MAIIMHHOTO HOCUTENS HH(pOpMalMMU BCE IaHHBIE,
XpaHALIMecss Ha HeM, JIOJDKHBI ObITh yJaJIeHbl OINpeAeNeHHOW KOMHCCHEeW W3 4Yucia pabOTHHUKOB
CPEeACTBOM rapaHTHUPOBAHHOTO YHUUTOXKEHUSI HH(POpMAIUH.



@®aKkT yYHUYTOXKEHHMsSI HMHPOPMALUMM HA CHEMHOM MAIIMHHOM HOCHTeJe HH()OpMaLuu
¢bukcupyercs B akTe 00 YHUYTOKEHHMM HHPOPMALUU CO CBEMHOTO MAIIMHHOIO HOCHUTENS
uHpopManuu.

Perncrpanus coObITHii

B rumHa3uMm J0DKHA OCYIIECTBIIATHCS PETUCTpAlsl COOBITUH OE30MacHOCTH Ha BCeX
KOMIIOHEHTaX HH(POPMALMOHHBIX CHCTEM T'MMHA3UM, B KOTOpbIX OOpadaTbIBaeTcs 3allulilaeMas
uHpopManus.

AHTHUBHUPYCHAsI 3a1MTA

B mensx oOHapyXeHUS M YCTpaHEHUS BpPEIOHOCHBIX IPOTPaMM B THUMHA3UH JIOJDKHEI
HCIOJIb30BAThCS CPE/ICTBA AHTUBUPYCHOH 3alUThl MH()OPMAIUH.

OO0s3aTenbHOMY KOHTPOJIO CpPEACTBOM AaHTUBUPYCHOM 3amuThl  HMH(GOpMAIMM  JOJDKHA
nojJiekate Jirobas wHpopManus (TEKCTOBble ¢aiiabl J0ObIX ¢GopMaroB, (ailyibl  JaHHBIX,
UCTIOJNHsAEeMbIe (ailyibl), MoydyaeMas U TepenaBaeMas 1Mo JIOKaJbHOW BBIYMCIUTEIBHON CETH, B TOM
qucae M CeTAM OOLIEero IoJb30BaHUA, a Takke MH(OpManus, XpaHMMas Ha ChEMHBIX MAIIMHHBIX
HOCHUTEJISX UH(OPMAIIHH.

IIpu ycraHOBKE MPOrpaMMHOI0 00ecIeYeHtsl WIM €ro OOHOBJICHUS Ha CEpBEpPHOE 000pyL0BaHHE
JOJDKHA ABTOMAaTUYECKU BBINOJHATHCS —IPEABAPUTENIbHAS IPOBEPKAa JAHHOIO I[POTrPaMMHOIO
o0ecreyeHus: Ha OTCYTCTBHE BPEJOHOCHOTO ITPOrPaMMHOI0 00eceueHusl.

OOHoBiieHne 0a3 CUTHATYp JUISI CPEACTBA AHTHBHPYCHOW 3alIMTHI MH(POPMALUHU JOJDKHO
BBINOJIHATHCS €KEAHEBHO.

[Tonp3oBarenu 6e3 mpaB aIMUHUCTPATOPa HHPOPMAITMOHHOW CUCTEMBbl THMHA3UMW HE JOJDKHBI
MMETb BO3MOKHOCTb IOJIy4€HHs IOCTYyINa K KOHPUTypalMi aHTUBUPYCHOT'O CPECTBA 3aLUThI UIH €r0
OTKJIFOUEHUSI.

KoHTpo/1b 3aIIMIIIEHHOCTH NEePCOHAIbHBIX JAHHBIX

B mensx wuckiItoueHus HSKCIUTyaTallMM YS3BUMOTO IPOTrPAaMMHOIO OOECHEYEHHUs JOJIKHBI
IPOBOJIUTCS PAa0OOThl MO BBIABICHUIO, aHAIMU3Y YsI3BUMOCTEHl WH(GOPMALMOHHOM CHUCTEMBI U
OIlEpaTUBHOE yCTPaHEHHE BHOBb BBISBIEHHBIX ysA3BUMOCTEH. B TOM umcie, opraHuzanusi KOHTPOJIS
YCTaHOBKH OOHOBJIEHUS IPOIPAaMMHOI0 00ecredeH s, BKI0Yas CPeACTB 3alUThl HH(OPMALIUH.
Hcnonb3oBanne nporpaMMHOro odecrneveHust

BeiOop mporpammHOro obecnedeHus JUis MPOU3BOACTBEHHBIX HYXKJ T'MMHA3UU JOJDKEH
MIPOU3BOJUTECS B NPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOMY B EnuHBI peecTp poccuilckux
IIpOrpaMM JUIsl SJIEKTPOHHBIX BBIYMCIUTEIbHBIX MAIIMH U 0a3 TaHHBIX. B ciiyuae oTcyTcTBUS aHanmora
B EaniHOM peectpe poccuiiCKMX IporpamMm sl 3JIEKTPOHHBIX BHIYMCIUTENBHBIX MAIIMH U 0a3 TaHHBIX
JIOMyCKAeTCsl UCIIOIb30BaTh MIPOrpaMMHOE 00ecrieueHue UMIIOPTHOTO MPOU3BO/ICTBA.

Hcnonb3oBanue cpeacTB Kpunrorpagpuyeckoi 3ammTbl HHPOPMALMHU

Obecneuenne 3aMThl HHPOPMALIUK OIPAaHUUYEHHOTO JOCTYIA OT PacKpbITHs, MOAU(UKALMU U
HaBA3bIBaHUS (BBOJIA JIOKHOM MH(pOpMalluM) IpH ee nepenade (MoAroToBKE K Iepeaade) Mo KaHajlaM
CBSI3U, MIMEIOLIUM BBIXOJ1 32 IIPeeIIbl KOHTPOJIUPYEMOM 30HBI, 00ECTIeYBAETCS IPUMEHEHNUEM CPENICTB
KpunTorpaguueckoi 3amuThl HHGOpMaLHH.

[Tpuobperenue cpeacts kpuntorpadpuieckoil 3amuTel HHGOPMAIIMY TUMHA3UN OCYILECTBISAETCS
Ha OCHOBaHHUM JOTOBOPOB M KOHTPAKTOB C JIMIAMH, MMEIOIIMMHU JAelcTByromyto jaunensuto OChb
Poccun Ha ocymiecTBieHHE JEATENBHOCTH 1O pa3paboTKe, MPOM3BOJCTBY, PACHpPOCTPAHEHUIO
I PPOBaTbHBIX (kpunrorpaduyecKux) CPEICTB, MH(OPMaLIMOHHBIX CUCTEM "
TEJIEKOMMYHUKAIIMOHHBIX ~ CHCTEM,  3alllMIIEHHBIX C  HCIOJb30BaHHEM  IH(POBATBHBIX
(xpunrorpauyecknux) CpeICTB, BBIIOJHEHHIO pabOT, OKa3aHUIO YCIyr B oO0JacTh HIM(PpPOBaHUS
uHpOpMAaLUY, TEXHHUYECKOMY OOCITYKUBAaHHIO IHU(POBATBHBIX (KpUNTOrpaUYecKUx) CpeiCTB,
MH(OPMALIMOHHBIX CHCTEM U TEIEKOMMYHHUKAIIMOHHBIX CHUCTEM, 3allMIIEHHBIX C HCIIOJIb30BAHUEM
mu(poBanIbHBIX (KpUNTOrpaguyecknx) CpeAcTB (32 HUCKIIOUYEHUEM Cclydas, €ClIM TeXHHYEeCKoe
oOciykuBaHHe MHUPPOBANBHBIX (KpUNTOrpadUUYecKX) CpeAcTB, HH(DOPMALMOHHBIX CHCTEM U
TEJIEKOMMYHUKAIIMOHHBIX ~ CHCTEM,  3alllUIIEHHBIX C  HCIOJb30BAHHEM  INH(POBATBHBIX
(kpuntorpaduyecknux) CpeACTB, OCYLIECTBISIETCS JUuId  OOecredeHHs] COOCTBEHHBIX  HYXK]
IOPUANYECKOT0 JINLA WIM HHAUBUAYAIBHOIO IPEATPUHUMATES).



[TopTanpHble pelmIeHUs TUMHA3UM C BO3MOXHOCTBIO JIOCTyNA C CeTe 0OILIero Mmojb30BaHMA
JOJDKHBI B TIPUOPUTETE pa3pabaThiBaThCi C OpraHu3alyedl 3allMIIeHHOro KaHajla IMOCPEICTBOM
nporokosia TLS ¢ nopnepxkoit anroputmos ['OCT 34.10.

Hcnonb3oBaHue 3JIEKTPOHHOM MOYTHI

DJNeKTpOHHAsl IMoYTa JOJDKHA HCIOJIb30BAaThCS B TUMHA3HMHM C IENBI0 OpraHu3alud OOMeHa
AIEKTPOHHBIMU COOOIIEHUSIMU MEXTy paOOTHHUKAMU U CyObeKTaMU HH()OPMaLIMOHHON O€301MacCHOCTH.

IIpu ucnosb30BaHUU AIEKTPOHHOM IIOYTHI 3aIIPEIIACTCS:

-o0MeH uHpopManuen UIsi CiIy)keOHOTO IMOJIb30BaHUSA, a Takke HHpopManuell OrpaHM4YEeHHOTrO
JIOCTYTIa;

-peA0CTaBICHHUE JOCTYyMa K IEKTPOHHON MOYTe C UCMOJIb30BAaHUEM JIaHHBIX CBOEH YYETHOMW 3alucu
TPETHUM JIULIAM;

-myOJIMKalKsl CBOETO CIY>KEOHOro ajapeca 3JIEKTPOHHOM MOUTHI B JJIEKTPOHHBIX Karajorax, Ha
IIOMCKOBBIX MalllMHAaX M JPYTUX pecypcax ceT VIHTepHET B LENsAX, HE CBA3AHHBIX C MCIIOJIHEHHEM
CBOMX JOJDKHOCTHBIX 00sI3aHHOCTEH;

-MIOAIMCKA IO DJJIEKTPOHHOM IOYTE Ha PA3JIMYHbIE PEKJIAMHbIE MaTepHalibl, JIMCTHl PACCBUIKU,
ANEKTPOHHBIE JKypHalbl M T.A., HE CBSI3aHHBIE C BBIIOJIHEHUEM II0JIb30BATENEM OJKHOCTHBIX
00513aHHOCTEN;

-OTKpBITHE (3aIlyCK Ha BBIMOJIHEHHE) (PailyioB, MOTYyYEHHBIX 0 IEKTPOHHON MOYTE WM U3 PECypCOB
cetu MHTEpHeT, 6€3 npeaBapUTEIbHON IPOBEPKU UX aHTUBUPYCHBIM ITPOrPAMMHBIM 00€CIIEUEHUEM.
Padora B ceTsix 0011€ro MoJIbL30BaHUA

I'mMHa3us octaBisieT 3a cOOOM MpaBO OJOKMPOBATH MM OTPAaHUYMBATH JAOCTYN PaOOTHUKAM K
CEeTSIM CBSI3U OOIIETO IMOJIb30BaHMS, B TOM 4HUCIE CeTH VHTepHeT, colep:kaHue KOTOPBIX HE HMEEeT
OTHOIIECHUS K UCIOJHEHMIO TOJKHOCTHBIX OOS3aHHOCTEH, a Takke K MH(OPMALMOHHBIM pecypcam,
COJIep>KaHue M HAIIPaBICHHOCTh KOTOPBIX 3alpelieHbl 3aK0OHoJaTeIbcTBOM Poccuiickoit @enepariui.

[Ipu ucnonb3zoBanuu cetn MHTEPHET 3anpeleHo:

-HCII0JIb30BaTh MPEAOCTABICHHBII THMHA3UU JIOCTYII B ceTh VIHTEpHET B IMYHBIX 1IEIIAX;
-MCIIOJIb30BaTh HECAHKIIMOHMPOBAHHBIE IPOTrpaMMHBIE M I[POTrpaMMHO-aIllIapaTHBIE CPEACTBa,
MO3BOJISIIOIINE TOYYUTh HECAHKIIMOHUPOBAHHBIN 1OCTYH K ceTh HTepHeT;

-my0JINKOBaTh, 3arpyaTh W  pacHpOCTPaHATh MaTepuaibl, COJAEpXKallue HEJOCTOBEPHYIO
uHpOpMalHIo 0 THMHA3MH, a Takxke (anbcuduimponats cBoit [P-agpec.

Pe3epBHOe KOnMpoBaHMe W BOCCTAHOBJICHUE TAHHBIX

Ocy1ecTBiIeHHE PE3EPBHOIO KOIMPOBAHUS JOHKHO OCYILECTBIISITHCS JUIS:

-uHpopmar oopabaTteiBaeMoi Ha (aiJIoBOM cepBepe M cepBepe MPUIIOKEHHUH, HHPOPMaIIMOHHOMN
CUCTEMBI;
-pabouynx MeCT aJIMUHUCTPATOPOB MH(OPMALIMOHHON CUCTEMBI.

YacTtota M pexXHUM pPE3EpPBHOTO KOMUPOBAHMS YCTAHABIMBAIOTCA TaKUM 0O0pa3oM, YTOOBI
o0ecnevynTh MUHUMAJIbHYIO TIOTEPIO JAHHBIX U ONEPaTUBHOE BOCCTAHOBJICHHE.

Hactpolika pe3epBHOr0 KOMMPOBAHUS U BOCCTAHOBJIEHUS PECYpCOB MH(POPMALMOHHBIX CUCTEM
TMMHAa3UH JI0JKHBI TIPOBOJUTH YIOJHOMOYEHHbIE pAOOTHUKY TUMHA3UU.

Pe3epBHOE KONMpPOBaHUE JOHKHO OCYLIECTBIIATHCS B ABTOMAaTHUECKOM PEKUME C IPUMEHEHUEM
OTE€YECTBEHHOI'O CIELUAIN3UPOBAHHOIO CpEACTBA PE3EPBHOTO KOMMPOBAHUS  C JACHCTBYIOLIUM
cepTH(HUKATOM COOTBETCTBUA MO TpeboBaHusM Oe3zonacHocTd nHpopmarun PCTIK Poccun.

6.0cHOBHBbIE TPeOOBAHHUS K MpoLeccaM ynpasJjeHnst HHGOPMALMOHHOH §€e30MacHOCTHI0
MonuTtopuHr HHpOpPMALMOHHOI 0€30ITACHOCTH
Ha mnocTosiHHON OCHOBE JOJDKEH NPOBOAMTHCS KOMIUICKCHBIM aHaau3 (yHKIMOHMPOBAHUS
MH(POPMAITMOHHON CHCTEMBI THMHA3UH M BO3HUKAIOIIUX COOBITHI MHPOPMAITMOHHON 0€30MacHOCTH.
IIporiecc MOHMTOpPMHIA CHUCTEMBI oOOecriedeHuss WH(POPMAIMOHHON O0€30MacHOCTH JIOJIKEH
BKJIIOYATh B €01 KOHTPOJIb OPraHM3allMOHHBIX U TEXHUUYECKUX MEp IO 3aluTe WH(OpMaly, aHaIu3
napaMeTpoB KOH(UTYpAIllUN U HACTPOHKHU CPEACTB 3aUTHI HH(POPMAIIHH.



IIpyn mpoBeneHUM KOHTPOJBHBIX MEPONPUATHH, CBA3AaHHBIX C OLEHKOW peaJM3aluyd Mep I10
3amure MHQOpMAlMM B T'MMHA3MH, YIOJHOMOYEHHbIE pPAOOTHUKM JIOJDKHBI IPUIEPKUBATHCS
CJIEYIOIUX PUHIUIIOB:

-HE HapylmaTh (yHKIIMOHHUPOBAHUE AEATEIIbHOCTH THMHA3UH,

-IeiCTBOBaTb B  COOTBETCTBUM C  YTBEP)KIEHHBIMH  OPIraHU3alMOHHO-PACHOPSAUTEIbHBIMU
JOKYMEHTaMHU TUMHA3HH 110 3alUTe HHPOPMALINY;

-HE CKPBIBaTh (DaKThI BBISIBICHHBIX COOBITHI HH(POPMAIIMOHHON 6€3011aCHOCTH;

-0(OpMJIATH OTYETHI, IOATBEPKIAIOIINE BBIIIOJHEHHE MEPONPUATHIA 1O 3alUTe HHPOPMALIUH.

Wudopmanus, monyueHHast B X0/1€ IPOBEICHUS KOHTPOIUPYIOIINX MEPONPUSATHHA O NEHCTBUSAX,
COOBITHSX U MapaMeTpax, UMEIOLINX OTHOLICHHUE K pealu3aliii Mep 110 3aluTe UH(OpMAIUU, JOKHA
KOHCOJNIMAUPOBATbCS U XPaHUTbCS B MECTax, HCKIIOUYAIOIIMX  IOJydyeHUE K  He
HECaHKLIMOHMPOBAHHOTO JOCTYIIA.

MOHUTOPHHT JaHHBIX O 3apPETUCTPHUPOBAHHBIX COOBITUSAX HH(OPMAIIMOHHON O0€30IMacHOCTH
JOJDKEH IPOBOAMTHCS, IO BO3MOXKHOCTH, C MCIIOJIB30BAaHHMEM CHUCTEMbl MOHHMTOPHMHIA HWHLUJCHTOB
MH(POPMALIMOHHON 0€30MaCHOCTH WJIM BCTPOSHHBIX MEXAaHM3MOB HACTPOHKM W ayAuTa COOBITHI B
IPOrpaMMHBIX M IPOrpaMMHO-AINIApaTHBIX CPEJCTBAX, HCHOJIb3YEMBIX B HH(OPMAIMOHHON
UHPPACTPYKTYpE TUMHA3UH.

YunpagieHue puckamMu

Omnpenenenre BHYTPEHHUX TpeOOBaHMN MO 3amuMTe MHPOpPMALMM JOHKHO OCHOBBIBATHCA HA
pe3yibTaTtax IPOBEJEHUS aHAJM3a PHUCKOB HAapyLIEHUs OCHOBHBIX CBOWCTB 0O€30IIaCHOCTH  JUIs
MH(POPMAIMOHHBIX PECYpCOB THMHA3UU.

OCHOBOI OLIGHKU PUCKOB JIOJKHA OBITh OLIEHKAa YCIOBUH M (DaKTOPOB, KOTOPbIE MOTYT CTaTh
NPUYMHON HApyIIEHHUs IeTOCTHOCTH, KOH(DHUICHINAIBHOCTH U JTOCTYITHOCTU JUTISI MH(POPMAITMOHHBIX
pECYpCOB TUMHA3UU.

PesynbraroM mnpoBeneHMs] aHaIUM3a PUCKOB JIOJDKEH OBbITh pa3pabOTaHHBIM KOMIUIEKC Mep,
HaIIPABJICHHBIX HA CHI)KEHHE BO3MOJYKHOIO HEraTHBHOIO BIIMSHHUS Ha OCHOBHYIO JEATEIbHOCTH
TMMHA3UU TP pealin3alliil TOW WIM UHOW YIpo3bl 0€30MacHOCTH MHPOPMAIIUU U 00ECTICYMBAIOIINX B
JanbHEeHIIeM JOCTaTOYHbIM ypOBEHb 3alMIEHHOCTH HHPOPMALIMOHHBIX CUCTEM TUMHA3UH.
YnpasieHue MHIMIEHTAMH HHPOPMALMOHHOI 0€30MacCHOCTH

s obecniedeHus 3¢ (HEeKTUBHOTO pa3pelieHus MHIUACHTOB HH(POPMAIMOHHOM 6€301acHOCTH B
TMMHa3U¥, MUHUMU3ALWNA TOTEPh U YMEHBUIEHHMS] PUCKAa BO3HUKHOBEHMSI MOBTOPHBIX HWHLHUEHTOB
JIOJPKHO OCYILECTBIIATHCS YIPaBIeHUE MHIIMCHTaMH HH(OPMAIIMOHHOM 0€30MacHOCTH.

JUia  ynpaBieHUs WHUUAEHTaMH HWH(GOPMAllMOHHOM O€30MacHOCTH J0JDKHA OBbITh CO3/1aHa
ciy>k6a MOHUTOPHMHIA M PEarMpoBaHUs HAa MHIUAEHTHl MH(OPMAIMOHHON O€3011acHOCTH, KOTOpas
MOCPEJICTBOM KOMILJIEKCA CPEJICTB U MEPONPUITHI JyUIsi cOopa M KOHcoiuaanuu uHbopmaruu o0
MHIUACHTAX pPEIIAeT MAAHHYK 3ajady. B OTHOIIEHMM KaXkI0ro MpOM30LIENUIET0 WHIUACHTA
paboOTHUKaMU U3 CIY>KObl MOHHMTOPHHIAa W pPEarupoBaHHsS Ha WHUUACHTHl HHQPOPMAIMOHHOMN
0€30IaCHOCTH JIOJKEH BBINOJIHATHCS €r0 aHAIN3, U pa3paboTka 3p(GEKTUBHBIX MEep pearupoBaHHs Ha
NAHHLIA UHIIAACHT.

AyauT cucTeMbl o0ecniedyeHnss HHPOPMALMOHHOH 0€30I1aCHOCTH

B nenax oneHky TeKyniero ypoBHs HHPOPMAIIMOHHON 0€30MacHOCTH TMMHA3UU Ha PETyJspHON
OCHOBE JIOJDKEH NMPOBOAUTHCS ayAUT MH(POPMAITMOHHON 6€30MaCHOCTH.

BHyTpeHHue ayauThl JOJDKHBI BBIMONHATHCS pabOTHMKaMU T'MMHa3uu. B uucno 3amaud,
pelaeMbIX IPU NPOBEIEHNH BHYTPEHHUX ayIUTOB HH(POPMALIMOHHOM 6€301aCHOCTH, BXOIST:

-cOOp W aHamM3 MCXOAHBIX JaHHBIX 00 OpraHM3alMOHHOM W (QYHKIIMOHAJIBHOW CTPYKTYype
MH(POPMAIMOHHBIX CHCTEM, HEOOXOAUMBIX JUIsl OLIEHKH COCTOSIHUSL CUCTEMBI 3aIUThl HHPOPMALIUY;
-aHaJN3 YTBEP)KICHHBIX OPraHU3allMOHHO-PACHIOPSAUTENbHBIX JOKYMEHTOB MO 3alluTe MHGOpMaluu
Ha MpeMeT UX MOJTHOTHI U 3 (HEKTUBHOCTH, a TaKkke (HOpPMUPOBAHHE PEKOMEHIAIUI 110 UX 10paboTKe
WU pa3pabOTKH HOBBIX;

-o6ocHOBaHUe (PrHAHCOBOM 3()(EKTUBHOCTH BHOBBb MMPUOOPETAEMBIX CPECTB 3aLIUTHI HH(OPMAIIUH;



-IpOBEpKa IMPAaBHJIBLHOCTH BbIOOpAa M HACTPOMKM CPEICTB 3allUThl MH(pOpMAIMH, (OPMHUPOBAHUE
NPEAJIOKEHUI 10 HCIIOIb30BAHMIO HMMEIOMINXCSA CPEACTB 3alIUTHl MH(POPMAIMU Ui MOBBIIICHUSI
YPOBHSI HAAEKHOCTH U O€30MACHOCTH MH(POPMALIMOHHBIX CHCTEM TUMHA3UH;
-aHAJIM3 OTYETOB IO MPOW3OUICAIINM HHIUAECHTaM HH(GOPMAIMOHHON O0€301MacHOCTH M MPHHATHIM
Mepam I10 UX pa3pereHHIo.
IoBbImIEeHNE 0CBEIOMJIEHHOCTH PA0OTHUKOB

B pamkax opranuzanuy KOMIUIEKCHOTO MPOTUBOJICHCTBUS yrpo3aM 0€30MacHOCTH MH(OpMAIIHH,
UCXOJAIIMM OT pabOTHHKOB TMMHA3MH, JOJDKHA ITOCTOSIHHO TOBBIIIATHCS MX OCBEIOMIIEHHOCTH B
00J1acTH 3aIUThl HH(POPMAIUH.

[ToBeIIEHNE OCBEOMIIEHHOCTH PAaOOTHUKOB I'MMHA3HH OCYIIECTBIISCTCS:
-110 CYIIECTBYIOUIMM B THMHA3UU OPTaHU3AIOHHO-PACTIOPSIUTEIBHBIM JIOKyMEHTAM;
-I10 IPUMEHSEMBIM B THMHA3MH MepaM 3aIlnuThl HHYOPMAIUH;
-110 TMPaBUJILHOMY HCIIOJI30BAHUIO CPEACTB 3aLIUTHI HH(OPMAIIHH.

7.3ak/10uenne

[Tpu u3MeHeHnn AeUCTBYIONIETO 3aKOHOoIaTenbeTBa Poceuiickoit denepanuu B 06JaCTH 3aIUTHI
nH(pOpMALINY, a TAKKE OPTraHU3AIMOHHO-PACTIOPSAMTEIBHBIX JOKYMEHTOB THMHA3MHA HACTOSIIIAS
[lonuTka M W3MEHEHMs] K HEM NPUMEHSAIOTCS B 4YacTHU, HE MNPOTUBOpEYalledl BHOBb HMPUHSATHIM
3aKOHOJIaTEJIbHBIM U UHBIM HOPMATUBHBIM aKTaM, a TAKK€ BHYTPEHHUM JIOKYMEHTaM T'MMHa3HH.

Bce tpeboBanus, ycTaHOBICHHBIE JEHCTBYIONINM 3aKOHOaTebcTBOM Poccuiickoii denepanuu,
MOA3aKOHHBIMU aKTaMHU M JIOTOBOPHBIMU OTHOIIEHUSMH, a TaKKe MOJX0Jl THMHA3UU K 00ECIeYCHHIO
COOTBETCTBHS 3TUM TPeOOBAHUSM JOJKHBI OBITH SIBHBIM 00pa30M ONpeAeNeHbl, JOKYMEHTHPOBAHbI U
MOJJEPKUBATHCS B AKTYaJIbHOM COCTOSIHHH.

['mmMHa3ueil B NpUOPUTETHOM  HANpPaBICHMM  JIOJDKEH  paccMaTpuBaThCs NEpPeXoi  Ha
MporpaMMHOE 00€CIIEUeHHE OTEUECTBEHHOT'0 MPOM3BOAMTENSA, BKIIOUYEHHOTO B EAMHBIA peecTp
POCCHUHCKHX MPOTpamMM ISl SIEKTPOHHBIX BBIYMCIUTENBHBIX MallMH U 0a3 qaHHbIX. B ToM umcne, no
YacTH CEPBEPHOTr0, KOMMYTAllMOHHOTO OOOpYAOBaHUSI W TPOrPAMMHO-ANMNapaTHBIX CPEJICTB,
BKJIFOYEHHBIX B EUHBIN peecTp poCCUICKON pao3JeKTPOHHOM MPOAYKIINH.

[TepecmoTp W BHECEHHME UW3MEHEHMH B HacToAlyl IIONMMTHUKY OCYIIECTBISIIOTCS Ha
IEPUONYECKON U BHEINIAHOBOM OCHOBE.

8. CIuCOK MCNO0JIb30BAHHBIX HCTOYHUKOB

1.®enepanbhsbiii 3akoH oT 27.07.2006 Ne 149-®3 «O6 nndopmannu, nHGOPMALMOHHBIX TEXHOJIOTHUAX
U 0 3aIuTe HHpOopMarumy».

2.®enepanpublii 3akoH 0T 06.04.2011 Ne 63-D3 «OO6 >1eKTPOHHOH MOATTUCH.

3.ITocranosnenue IIpaBurenscrBa Poccuiickoit denepannn ot 16.04.2012 Ne 313 «OO6 yTBepxkaeHUU
[TonoxkeHus O JIUIEH3UPOBAHUU JIEATEIBHOCTH IO pa3paboTKe, MPOM3BOJACTBY, PacIpOCTPAHEHUIO
U (ppOBaATBHBIX (xpunTorpauuecKux) CPEICTB, UH(POPMAIIMOHHBIX CUCTEM "
TEJIEKOMMYHUKALIMOHHBIX ~ CUCTEM,  3alIMIIEHHBIX C  KCIOJb30BaHHEM  IIH(PPOBAIBHBIX
(kpunTorpau4ecKrux) CpeACTB, BBINOJHEHHIO padOT, OKa3aHMIO YCIAyr B o0jacTu IM(POBaHUS
nH(pOpMaLIUK, TEXHUUYECKOMY OOCIYy)XMBaHHIO MIH(GPOBATIbHBIX (KpUOTOrpadUyuecKux) CpeAcCTB,
MH(POPMAIIMOHHBIX CHCTEM M TEJIEKOMMYHHKAI[MOHHBIX CHUCTEM, 3AIIMIICHHBIX C HCIOJIb30BaHUEM
mUPpPOoBaIbHBIX (KpUNTOrpadUUYecKuX) CpeAcTB (3a HCKIIOYEHHEM Cclydyasl, €ClIM TEXHUYECKoe
oOciy>)KuBaHHe MIHM(PPOBATBHBIX (KPUNTOrpagUUEcKNX) CpEeACTB, HH(DOPMAIMOHHBIX CUCTEM U
TEJIEeKOMMYHUKALIMOHHBIX ~ CHUCTEM,  3alIMIIEHHBIX C  KCIOJb30BaHHEM  IIH(PPOBAIBHBIX
(kpunTorpaUUecKUx) CpPEeACTB, OCYIIECTBIseTcs Uil  oOecrieuyeHHst COOCTBEHHBIX — HYXK[
IOPUANYECKOTrO JIMIA WIM HHIUBUAYAIBHOTO IPEATPUHUMATENS ).

4.Tlocranosnenue IIpaBurenscrBa Poccuiickoit @eneparuu ot 01.11.2012 Ne 1119 «O06 yTBepkaenun
TpeOOBaHUMN K 3alIUTe MEPCOHAIbHBIX JAHHBIX MpPU UX 00paboTKe B MHGOPMAIMOHHBIX CHCTEMax
MEPCOHATBHBIX JAHHBIX).

5.I0pukaz ®AIICHU ot 13.06.2001 Nel52 «O6 yrBepkaeHun WHCTpyknmu 00 OpraHM3andd M
obecriedeHnn 6e30MacHOCTH XpaHEeHus, 00padOTKU U Mepejauy Mo KaHajaM CBSI3U C UCIIOJIb30BaHUEM



CPEICTB KpUNTOrpauuecKoi 3amuThl MHQOpPMAIIMK C OTPAaHUYCHHBIM JOCTYIIOM, HE COJAepKalei
CBEJICHUH, COCTABIIAIOIIMX TOCYJAPCTBEHHYIO TAHY».

6.[Tpukaz ®CBH Poccum ot 09.02.2005 Ne 66 «O06 yrBepxknaenuu I[lomoxxkenus o pa3paboTKe,
MIPOU3BOJICTBE, PeaTU3aluU U HKCIUTyaTallMi MHU(PPOBAIBHBIX (KPUMITOTpaprUecKUX) CPEICTB 3aLIUTHI
unpopmanuu (ITonoxxenue [TK3-2005)».

7.Ilpukaz O®CTOK Poccunm ot 11.02.2013 Ne 17 «O6 yrBepxaeHHH TpeOOBaHMM O 3alUTe
uHpOpMaLUY, HE COCTABISIONICH TOCYNapCTBEHHYIO TaifHy, COJIEpIKallleHCsi B TOCYIapCTBEHHBIX
MH(OPMALIMOHHBIX CHCTEMaX).

8.ITpukaz ®CTIK Poccum ot 18.02.2013 Ne 21 «OO6 yTBepKIEHHH COCTaBa W COACPIKaHUS
OpPraHMU3alMOHHBIX M TEXHUYECKUX Mep MO0 0OecreyeHH0 Oe30MacHOCTH NMEePCOHANbHBIX JTaHHBIX MpPU
X 00paboTke B MH()OPMAIIMOHHBIX CHCTEMaX IMEPCOHATBHBIX JTaHHBIX).

O.Ilpukaz ®CBHb Poccum ot 10.07.2014 Ne 378 «O06 yrBepxknenun CocTraBa W COIEPIKAHHS
OpPraHMU3AIMOHHBIX M TEXHUYECKHX Mep MO 00eCredeHHI0 0e30MacHOCTH MEPCOHAIBHBIX JTaHHBIX TPU
ux o0paboTke B MH(OPMALMOHHBIX CHUCTEMAax MEPCOHAIBHBIX JAaHHBIX C HCIOJB30BAaHUEM CPEJICTB
KpunTorpaguueckoi 3amuThl HHQOpPMANMH, HEOOXOAWMBIX [UJIS BBHIMOTHEHHUS YCTAHOBIIEHHBIX
[IpaButensctBoM Poccuiickoit ®enepanyu TpeOOBaHWM K 3alllMTE IMEPCOHAIBHBIX JaHHBIX IS
Ka)KJI0TO U3 YPOBHEH 3alUIIIEHHOCTH.

10.'OCT P 51624-2000 «3amura wHbOpMAMK. ABTOMATH3UPOBAHHBIC CHUCTEMBI B 3aIUIIICHHOM
ucnosHeHuu. OOume TpeOoBaHUN Y.

11.TOCT P 51898-2002 «Acnektsl 6e3onacHocTy. [IpaBuia BKIIIOUEHUS B CTAaHAAPTHI».

12T'OCT P 50.1.056-2005 «Texnuueckass 3ammra uHPOpManuu. OCHOBHBIE TEPMHUHBI U
OTIpeAeTICHUs».

13.TOCT P HCO/MBK 27001-2006 «MupopmanmonHass TexHOJIOTHs. MeETOasl M CpelcTBa
6e3omnacHoctu. CucTeMbl MEHEDKMEHTa HHPOpMaMOHHON Oe3omacHocTU. TpeboBaHus».

14TOCT P 50922-2006 «3ammra napopmanur. OCHOBHBIE TEPMUHBI M OTIPEACTICHUS.

15T0CT P 51275-2006 «3Bammra wuHdpopmanuu. OO0bekT wuHPopMatuzauu. DakTopsl,
BO3JIecTBYOMKE Ha HHPOopManwo. OOIIHE MOJ0KCHUS.

16.'OCT P MCO/MBK TO 13335-5-2006 «MHpopManroHHass TeXHOJOTHsI. MeToasl U CpeacTBa
obecrieuenus OezonacHocTu. YacTe 5. PyKoBOICTBO 1O MEHEKMEHTY O€30MaCHOCTH CETH.

17.TOCT P HUCO/TO 13569-2007 «PunancoBble yciayru. PexoMmeHmauuu mo HHGOPMAIMOHHON
0€30MacCHOCTHY.

18.T0CT P HUCO/MBK 27005-2010 «UudopmanronHas TexHoJorus. MeToasl H CpeacTBa
oOecnieueHus 6e30macHOCTH. MeHePKMEHT prcka MHPOPMAIIMOHHON 0€30IacCHOCTH.

19.T0CT P HUCO/MBK 27004-2021 «UudopmanmonHas TexHoJorus. MeToasl H CpeacTBa
obecrieueHns O6e30macHOCTH. MeHeKMEHT WH(OPMAIIMOHHONW 0e30macHOCTH. MOHUTOPHUHT, OIleHKa
3aIUIIIEHHOCTH, aHAIN3 U OICHUBAHUE.

20.TTOCT P 51897-2021 «MeHemxMeHT prcKa. TepMUHBI B OTPEICTICHUD.

21.TOCT P 52069.0-2013 «3amuta nuapopmanuu. Cucrema cranaapToB. OCHOBHBIE MTOJIOKEHUS.

22 Konuenuus nHOPMAITMOHHON 0€30MaCHOCTH UCTIONTHUTENFHBIX OPTaHOB TOCYIApPCTBEHHOHN BIIACTH
Cankr-IlerepGypra ot 20.02.2023.
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